Selfish Misbehavior in 802.11 Wireless Networks by Ganchev, Antoniy
    	










 		   
     
 
 
   	  












    	
    		
 Antoniy Ganchev
 Selﬁsh Misbehavior in 802.11 Wireless Networks
   	 
 
  		 
	  	 

Doctor of Philosophy (Computer Science)
   	 
  	     	
 	  	  
     
 	 ! ! "# $	
 	 % 	 	 	
 	 %	   	
 	 &	 '	 	
 	 (	 (	 	
 	 ) *	 		
!	
$	 
  	 	 +	 ,		  		
	 -./ .0--
 	 1 ! )  	/  
2 
 	  $	 
Abstract
  	





 		 	     	
 	    !
 "	# $ 	




  $ 
   	  ! 
! 
 	
 	  
 ' ! 
 	  "  ! 

 	 	&	 ( '$ 
 $ 
 	
 $ "	# 
$ ! 
  " 	 "  	
	 ) 
 




    
  $ 




* & 	   $+
	 !$ 
 $  "	 
! 
 $$ 		 	    	 	  $ *   
    $ 
	
 '
"   ,
 "$ 	   +
	& !+ " & ) 
 	 	$ 	'

 ,
 "$ ! 
  $  	  	 	$	 
"
! ! 
 	  * !  '	 	  
 $"
!   
 $" ! 
   
 $ " $    

'	 ! 	
   $
(
     	 	 -./0/    $ "
 





 		  
&
 * 	" 
  	 
 "	#   -./0/ "  "+
 ! $ "   
   
 	 $ 
	

  !" 
 
 )000 2 "	# 	    ! "	#
  "  -./0/   	" 
  		 









	 	 		   	   	  
	       !"" 	! # 	   	
    $		     !""  	 %& '!  
		   	($ 	 	  	  	 
 
 !""  $ &  ) '   




     	
 





   
	
    

   





   
  	




   ! 





















       !   

 
     
 $    




























































    
	
 
   










 !  
   

  





     
   +! , ,









 -    
  +!  ( !  	
 
! 
   
 .




   !










     
	
Contents
List of Figures viii
List of Tables xi
1 Introduction 1
    	 
             
      	                  
                                   
                                
                                    
2 Related Work 16
      !    
   	                        "
 #$    %         
  &  $                    
                           
 & %    	 
            
3 On Games that Induce Unique A Priori Speciﬁed Nash Equilibria 27
  &                                '
 !! !    
 !             
 !! !    
 !          
%


















                               
                            
  
                           
  !

                                  ""
5 Selﬁshness Detection for Backoﬀ Algorithms in Wireless Networks 80
 #$% & ''
                          (
 ) &
'
   *+#,#                      ((
 '- -
                         ((
 

  *+#,#                      . 
 *+#,# ' +#,# 
                     .
6 Performance Evaluation of Backoﬀ Algorithms for Medium Access
in Wireless Networks 105
 
 '




                           "
 )

                              .
 )
                        
 2
 
'                           
 3$                              







      	

	
                          
     
	
                         
       
                   
       
                    
                                !
 "#	
 $	 r %#& 
 '                   
! ("

 $	 r %#& 
 %	& )#	               
 	
 *%#" 
 #	                        
+ 	
 *%#" 
 #	 ,  -#.                
  P1/ &#                                 
   P2/ &#                                 
  P3/ &#                                 
  0	, -	"1	
 	$ (2
                   !
  , -	"1	
 	$ (2









                                
 ! 3&) 	$ "#4 #	, 1 	$ 
1                 
  3&) 	$ "#4 & 1 	$ 
1              
 + 3&) 	$ "#4 1 1 	$ 
1                
 5	% 
 $	  67 "			#                   
  #&# & 	&1"& $	 8
 qi              
 67 

#                             
    





         
  	 

        
  	 

    	   
  	 

    	   
  	 

            
 ! 	 

           !
"# 	 

    	     "#
" 	 

    	    "
"  $% %	&                           ""
"" $% %	&                           "
" $% %	&                       "
" $% %	&                      "
" '(   )  *	               "
" '(   )  *	               " 
" '(   	  *	            "!
"! '(   	  *	            #
# '(   

  *	              
 '(   

  *	               
  '(   * +                  "
" '(   * +                  
 '( 	, )  *	                 
 '( 	, )  *	                 
 '( 	, 	  *	              
 '( 	, 	  *	               
 '( 	, 

  *	                !
! '( 	, 

  *	                #
# '( 	, * +                    
 '( 	, * +                     
  '( 	, *% )  *	           "
" '( 	, *% )  *	           
&
   	
  	  	           
    	
  	  	          
   	
    	             
   	
    	            !
 !  	
   "               #
 #  	














              
 	    
 

   !        
" 	  τ   
   #              $
% 	   &	 
  τ                 
 	  ω &	 





            '
$  *) 
    '                      '"
 +
 
 	  	





  	 	     	
       	    	  
 	
  		  	
   	   
 	
 
    	    
	   	

	  	 	        
 
	 	 		  	   !	 " !# 
   	 $	 	% &	   '	 !	 "& ! # 
(
)  !	 & !  	 	
   	
 	 
 	   	       	
  

   	   	  	 	 	 
    	
  	   	 	  	 	
    & !       	 	




&	 	     	  			  	
+
    	
 	 








   
  
   




         
       
  
 	 	 






      	
       

1.1 Data link layer protocols for wireless commu-
nications
" 	   #  
     
   
 $   	 %"& '()* 

    
 	
    
+ 
  	 , %"&  	 
  
  
   
    $
     	  
  ! 

   $#
    
 	  
     
 
 %"& 
    
  
    '-(.*
,  
     
   
  
  
        
   
 /    0/1     
        	      2     
 
    ,  	         	
3
   	 
  	  	 		   	 	 

	 	 	 	    	  	
	 
  	  	   	   	  

	    	      	 	  	  
     	      	 	 	 	   
   	  !   p" #$%&'
 	    	        	
(   	 )  	    	  
	
 p 	
    	 
    
	
 1− p
   		    	       "
   	  )*** +,-.. #)**,%'     	 
 	  )*** +,-.. 		 ( 		/ 
	 	 

	 	 		  	 0  	 	  	 1 
	   	  	  
    
	 	 	 0  		  	   	    
    	  	 	 	    
    	     
2 34
 	  ! 	 54 
  	  ! 34
 
	  	      	 	 !  	
	     ) )*** +,-.. 54   	   
  	"
  
   	 	 6  
  

	 		  *	  		 	 	 	  CW  "




        	 		   	   	
  	  	 		  
     	 		 	  
  

   	    	
	   
     ! " 
#     $ 	  	  		  
 $ % 
 [0, CW]  %  		  	 $    	 % # 
 	      	  & 	   '( 
   		  	
$        	    	 		     	

     	 	    $ 
  	 
    
  	 %  #   	 %    
 & 	   '(  %   	  &   %
  $  &  $ 
 &	 		
 )  $
 	 0   	  	 		  
   !
 	  &  &	 	   & 		 	     
    &  	 	  *    &  	
 		     
 	  			  %     
 	 
	      	    







              
  !"# $! !       
      !  "    %
	 &           $' 
$ 	
	  ()  *+  *#    $,
	      $!'       (*
 $!    	   $ "  *  $!'
         -   (*+*
!
 ,   (*+*     "    
   '    " .      .
 $!     . /    	  
    (*+*  #' "'    "  
(*+*  0' ' '   $    
/     1   "  "   





























   
 
    	
	 
  
     





      
 CW      	 CWmax 
       
	 





 CW    CWmin 













		        
   '
  (    
 
   















  *+,  + 





     
    
 
 ( -./,. 




  ,.    	










 3%    !"#$$ -./,.
4        
 




	     !"#$$ 5,2  	
     
  	 
6
     	 
 	
   
     


  	 
    	  
 !" 
# $   %&&&'( 
 
 
	) *+'+ ,	  
 	  




1.2 Cooperation issues in mobile networks
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2.2 Selﬁshness detection and prevention for medium
access protocols
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A Tight Characterization of
Strategic Games with a Unique
Equlibrium
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4.2 Constructing games with a unique equilibrium
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5.2.2 Application to XVBEB
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Chapter 6
Performance Evaluation of Backoﬀ
Algorithms for Medium Access in
Wireless Networks
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6.1 Analytical modeling
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Wi = 2
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  bi,k 
  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 
     	  1 ≤ i ≤ m − 1 
$
bi,Wi−1 = qi p bi−1,0
bi,Wi−2 = qi p bi−1,0

bi,1 = qi p bi−1,0
bi,0 = (1− qi + qi) p bi−1,0
%	  1 ≤ i ≤ m− 1 	 bi,0 = p bi−1,0
Wi−1∑
k=0
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b0,k = b0,0 (1− q0 +W0 q0) 
  	
   
  m  
bm,Wm−1 = qm p (bm−1,0 + bm,0)
bm,Wm−2 = qm p (bm−1,0 + bm,0)

bm,1 = qm p (bm−1,0 + bm,0)
bm,0 = (1− qm + qm) p (bm−1,0 + bm,0)




bm,k = bm,0 (1− qm +Wm qm)  
 	
     	   bi,0 = p














pi (1− qi +Wi qi) + b0,0
pm
1− p
(1− qm +Wm qm)
    	 !   	 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   	"#	 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pi (1− qi +Wiqi) + pm(1− qm +Wmqm)
 %
'	! 	  #!  ()	 !*
p = 1− (1− τ)n−1  +
,)	( $
 +  τ∗(p) = 1 − (1 − p)
1
n−1 )   	  τ(p)
    	 	(   (0, 1)  	"		 τ(0) = 0
 τ(1) = 1&
,     	  #!  	 -.$ 		
 $
 %  	#	  qi& /   	 	  τ(p)  	0
	(  (0, 1)& ,    	!  ()	  		"#	   	 
11
    	
    
   q0 = 1/2 	 q1 = 1/8 
  
 τ = 1
(1−p)(1/2+W/2)+p(7/8+2W/8)





   W ≥ 2 τ(0) < τ(1)
  
 
	  qi          

   
  (0, 1)  qi−1 ≤ 2Wi−1−1Wi−1−1 qi ∀i ∈ (1,m) 
αi = 1 − qi +Wi qi  
 
  i    qi     
∀i ∈ (1,m)!
αi−1 − αi = qi−1(Wi−1 − 1) − qi(2Wi−1 − 1)
≤ 2Wi−1 − 1
Wi−1 − 1
qi(Wi−1 − 1) − qi(2Wi−1 − 1)
= 0 "#$%
    &' () τ(p)   
   	     ∂τ
∂p
≤ 0
 p ∈ (0, 1)  	    	     	 
 N !
N = α0 − (1− 2p)α1 − (2p− 3p
2)α2 − . . .− ((m− 1)p−mp
m−1)αm−1 −mp
m−1αm
= (α0 − α1) + 2p(α1 − α2) + . . .+ (mp
m−1)(αm−1 − αm)
 &' #$ N ≤ 0  p ∈ (0, 1) 	   




  +  τ(0) = 1
1−q0+Wq0
> 0 	 τ(1) = 1
1−qm+2mWqm
< 1 
  &' () 	 #,   ' 
$$$
  	 qi = 1/2 
  i   	 0 ≤ i ≤ m  	 Wi = 2iW
     
      
   
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pi (1− 1/2+Wi/2) + pm (1− 1/2+Wm/2)
=
2
(1− pm) + (1− p)W
m−1∑
i=0
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(1− τ∗)n − Tc{nτ∗ − [1− (1− τ∗)n]} = 0 4275
Lemma 6.1.2.   	
 M = Ps
(1−Ptr)/Ptr+Tc/σ
  	   
 
 τ
 [τ∗, 1]     	   
  [0, τ∗]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